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• What is the GDPR?

• How to interpret theGDPR

• GDPR ComplianceChecklist

• Differences between GDPR andPDPO

GDPR Topics
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Controller (from GDPR)  
“…the natural or legal person,  
public authority, agency or  
other body which, alone or  
jointly with others,determines 

the purposes and means of 

the processing of personal 

data; where the purposes and  
means of such processing are  
determined by Union or  
Member State law, the  
controller or the specific  
criteria for its nomination may  
be provided for by Unionor

Member State law.”

GDPR key roles that will impactyou

Processer (from GDPR)  
“… a natural or legal person,  
public authority, agency or  
other body which processes 

personal data on behalf of

thecontroller.”
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GDPR key drivers for May 25, 2018 enforcement

Source:

• Updates and modernizes the  
principles of the 1995 Data  
Protection Directive

• Sets out the rights of the  
individual and establishes the  
obligations of thoseprocessing  
and those responsible for the  
processing of the data.

• Establishes the methods for  
ensuring compliance as well as  
the scope of sanctions for those  
in breach of therules.

• Applies toall organizations doing  
business in the EU regardless of  
location.
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GDPR data definitions regardless of nationality or EU residence
Personal Data (from GDPR)  
“…means any information relating to  
an identified or identifiablenatural

person ('data subject'); anidentifiable 

natural person is one who can be 

identified, directly or indirectly, in 

particular by reference to an 

identifier such as a name, an  
identification number, location data,  
an online identifier or to one or more  
factors specific to the physical,  
physiological, genetic, mental,  
economic, cultural or social identity of  
that natural person.”

Examples:

• Name

• Identification number (e.g.,SSN)

• Location data (e.g., homeaddress)

• Online identifier (e.g., e-mailaddress,  
screen names, IP address, device IDs)

• Genetic data (e.g., biological samples
from anindividual)

• Biometric data (e.g., fingerprints, facial  
recognition)

“The GDPRalso requires compliancefrom non-EU organizations that offer goods or
services to EU residentsor monitor thebehaviorof EU residents.”
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GDPR compliance is a challenge for both controllers and processors
“By the end of 2018, over 50% of companies affected by the GDPR will not  
be in full compliance with its requirements.”

Enhanced personal privacy rights

Significant penalties for non-compliance

Increased duty for protecting data

Mandatory breach reporting

The General Data Protection Regulation (GDPR)  
imposes new rules on organizations that offer 
goods and services to people in the European 
Union (EU), or that collect and analyze data 
tied to EU residents, no matter where they are 
located.
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43 GDPRRequirements* 1. Provide notification to data subjects, in clearand  
plain language.

2. Request and obtain the data subject’saffirmative
and granular consent.

3. Discontinue with processing activities if thedata  
subject deniesconsent.

4. Provide a mechanism for data subjectsto
withdrawconsent.

5. Obtain affirmative consent from a child’s(under
age of 16) parent orguardian.

“…organizations must demonstrate that they have implemented appropriate measures to  
mitigate privacy risks. Even in the absence of a privacy breach or customer complaint,  
regulators may require firms to exhibit evidence of their complianceand risk management 
strategies, including a privacy impact assessment (PIA) whenappropriate.”
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43 GDPRRequirements* 1. Provide notice of processing activities at the  
time personal data isobtained.

2. Provide notice of processing activities if personal
data has not been obtaineddirectly.

3. Provide the data privacy notice at allpoints
where personal data iscollected.
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43 GDPRRequirements* 1. Provide mechanism for validating identity of the  
requesting data subject.

2. Provide mechanism for torequest access to their
personal data.

3. Provide a mechanism to respond to requestson  
personal data access.

4. Maintain the technological ability to traceand
search personaldata.

5. Provide mechanism to request rectificationand  
rectify personaldata.

6. Provide a mechanism to request the erasureof
personal data.

7. Maintain the technological ability to locateand  
erase personaldata.

8. Track to which additional controllerspersonal
data has been transferred.
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43 GDPRRequirements* 9. When personal data is made public, contact  
those entities for dataerasure.

10. Provide mechanism to request the restrictionof
data processing.

11. Maintain the technological ability to restrict  
processing of personaldata.

12. Provide mechanism to request copiesand
transmit personal.

13. Provide mechanism to respond todata  
portability requests.

14. Locate personal data and export instructured,
machine-readable formats.

15. If processing for direct marketing,provide  
mechanism to object.

16. Maintain the technological ability todiscontinue
the dataprocessing.



11

Controller’s GDPRcompliance
GD

PR
 R

eg
ula

tio
n 

(2
61

pa
ge

s)

43 GDPRRequirements* 1. Maintain audit trails todemonstrate  
accountability and compliance.

2. Maintain inventory of data detailing categoriesof
data subjects.

3. Maintain auditable trails of processingactivities.
4. Carry out data protection impactassessments

(DPIA) of processingoperations.
5. Provide the de-identification of personal datafor

archivingpurposes.
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43 GDPRRequirements* 1. Embed privacy controls.
2. Embed privacy design to minimize theamount of

personal data collected.
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43 GDPRRequirements* 1. Provide mechanism to pseudonymize,encrypt,  
or otherwise secure personaldata.

2. Implement security measures in theservice.
3. Confirm ongoing confidentiality, integrity, and  

availability of personaldata.
4. Provide mechanism to restore the availabilityand

access to personaldata.
5. Facilitate regular testing of security measures.
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43 GDPRRequirements* 1. Controllers notify Data Protection Authority
within 72 hours in the event of a data breach
incident.

2. Controllers notify affected data subjects of a
high-risk data breach incident.

3. Processors notify controllers without unduedelay
of a data breach incident.
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43 GDPRRequirements* 1. Track and record personal data that isforwarded  
to third-parties.

2. Provide mechanism for tracking andrecording
data transfers in and out ofthe EU.

3. Maintain inventory of data transfercontracts  
with third-parties.

4. Provide appropriate safeguards (e.g., Privacy
Shield) for effective legal remedies.



Difference between GDPR and PDPO?
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如有任何相關法律問題

法律專欄文章

請到以下連結留言
29
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如有任何財富承傳相關法律問題

法律專欄文章

請到以下連結留言 30

albertso@trust-wealth.org
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