HONG KONG QUALITY ASSURANCE AGENCY

Beware of phishing emails
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(This notice is in both English and Chinese /#5245 7 119241 12)

HKQAA would like to alert the public to phishing emails purported to be sent by
HKQAA. The emails contained an attached invoice, which may contain malware or
computer virus.
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It has come to HKQAA'’s attention that certain perpetrators maliciously used the SME
Loan Green e-Assessment email address to send phishing emails to a number of
randomly generated email addresses. The phishing emails incites the recipient to open
an attached invoice.
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Upon becoming aware of such incident, our incident response team immediately
replaced the subjected program key and is actively carrying out a thorough cybersecurity
investigation. We have also reported to the Hong Kong Police Force regarding this
incident.
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As the incident does not involve our database, all data that we collected from you (if
applicable) were NOT compromised.
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While we are investigating on the severity of the breach, we recommend that you
follow the steps outlined in this notice to help protect yourself against potential
risks.
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What should you do?

VR 3

HKQAA would like to remind the public that it has no connection whatsoever with
the phishing emails involved. You are advised NOT to open any link or attachment
in the email, as doing so may result in malware or a virus being planted on your
computer.
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HONG KONG QUALITY ASSURANCE AGENCY

Do not respond to the emails or communicate with the sender, and do not provide
the sender with any information of yourself.
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If you have suffered any losses arising from this incident, please seek assistance from
the Hong Kong Police Force immediately.
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For more information
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If you have any further question, you can contact our Corporate Communications Unit at
(852) 2202 9303/ 2202 9372/ 2202 9569 during office hours or emailing us at
hkgaa.mkt@hkqgaa.org.
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Our management takes the incident very seriously and have already adopted all the
necessary measures to rectify the problem and further enhance the security level of our
website. Your data security remains our top priority.
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Yours sincerely,
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Hong Kong Quality Assurance Agency
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